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Using Lexia’s Centralized Staff Authentication

Help Center: https://help.lexialearning.com/s/ 
Contact Support: https://help.lexialearning.com/s/contact 

This document explains how Lexia customers can configure Centralized Staff Authentication (CSA) to allow 
their Teacher and Staff users to login to the myLexia website (www.myLexia.com) using their school/district 
email address and password (as opposed to using a password that is stored by Lexia). Users are seamlessly 
authenticated on the customer’s authentication server. 
Step 1: Contact Lexia Customer Support
Contact Lexia Customer Support (see above contact info):

• Ask Lexia Customer Support to turn on the CSA feature for your district.
• Provide the outgoing IP address for the LDAP or Web Service host that you will use.

Step 2: Add Lexia IP Addresses to Firewall
You must add the following 24 IP addresses to your firewall:
12.130.11.11 12.130.11.12 12.130.11.13 12.130.11.14 12.130.11.15 12.130.11.16 
12.130.11.21 12.130.11.22   12.130.11.23 12.130.11.24 12.130.11.25 12.130.11.26 
12.130.11.27 12.130.11.28 12.130.11.29  12.130.11.40   12.130.11.41 12.130.11.42 
3.18.124.204 3.17.89.163 3.17.210.252 3.18.253.157 3.19.44.174 3.19.5.223

Step 3: Configure Centralized Staff Authentication in myLexia 
1. Login to www.mylexia.com as a District Administrator. 
2. Click the Settings tab, and then, under Staff Authentication, click LDAP Settings. 
3. Select if you want to configure CSA to use: 

◊ A publicly-accessible LDAP Server, OR
◊ A Web Service. You must provide a WSDL. The assumption is the function name is Authenticate. 

4. Consult the following table for information on each setting.  * indicates that a field is required.

If configuring CSA to use an LDAP Server:

Setting Description

LDAP Server URL * The URL from which the LDAP server can be accessed (e.g., ldaps://11.222.3.44/). The 
URL must use secure protocol ldaps. 

LDAP Port Number * The port number of the LDAP server. 

LDAP Domain The domain of the LDAP server. This is optional if the test username includes the domain.

Outgoing IP Address * The outgoing IP address for the LDAP host.

Test Username * A test username for testing the CSA configuration. The domain must be provided (e.g., 
john@domain.edu) only if the LDAP domain is not provided.

Test Password * A test password for testing the CSA configuration. This password is not saved. 
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If configuring CSA to use a Web Service:

WSDL URL * The WSDL URL from which the web service can be accessed. The URL must use secure 
protocol https.

Username Mapping * The name value of the username data type element that is enclosed in the types element. 

Password Mapping * The name value of the password data type element that is enclosed in the types element. 

Outgoing IP Address The outgoing IP address for the Web Service host.

Test Username  * A test username for testing the CSA configuration.

Test Password A test password for testing the CSA configuration. This password is not saved.

Additional Settings

Save Passwords
When set to Yes, if the authentication server is down, users can log in with last successful 
password. This password is saved and encrypted in myLexia. Lexia recommends setting 
this to Yes.

Activate CSA

When set to Yes, the CSA feature is activated.
To deactivate CSA, select No and then click the Save button. Upon deactivation Staff 
users cannot continue login to MyLexia using their centralized password (unless the Save 
passwords setting is Yes).

Contact Email for Server 
Down * 

Enter one customer email address for alerts in the event that MyLexia cannot connect to 
the authentication server.

Contact Email for Forgot  
Password

Enter one customer email address to provide to users who attempt to use  
myLexia’s  Forgot  Password  feature.  If no email address is provided, a generic mes-
sage to contact a Lexia Administrator in their school/district will be displayed to the user.

5.  After providing all required info, click the Test Connection button to ensure that the information you have 
entered is valid. This may take several moments.

6.  When you are ready to activate, set the Activate CSA radio button to Yes and click the Save button. 
Upon activation, all Staff users are automatically enabled to use CSA (i.e., login to myLexia with their 
school/district email address and password). 

Note: Your authentication server must be operational in order for login to myLexia to be successful. Customers 
are responsible for monitoring the availability of authentication server to ensure availability of myLexia to 
teachers and staff. 
Step 4: Using the CSA Feature 

• Users must login to myLexia with their email address (e.g. EKraft@school.k12.pa.us) and not with their 
school/district username (e.g. EKraft) so that myLexia can identify the customer. 

• Staff users do not have be logged into their local network in order to login to myLexia. 
• Centralized passwords do not have to conform to myLexia’s password policy.
• When CSA is activated, Staff Passwords are not editable or visible in myLexia. If a user had a MyLexia 

password before CSA was activated, the password is retained in the Lexia database but not visible/
editable. If CSA is deactivated, this myLexia password is active again. 

• Customers who are also using the automated data import feature can have “exception” staff who are not 
authenticated through CSA. Exception staff will have editable Password fields.


